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1. Configuration Guide

1.1 Introduction

Note: Ensure you've followed the IFS Cloud Emissions Tracker Installation Guide prior
to beginning the Configuration Process.

This guide is designed to provide you with comprehensive instructions on how to
configure and customize Emissions Tracker Application to meet your specific needs and
preferences.

To help you navigate through the configuration process efficiently, this guide is
organized into sections each focusing on a specific aspect of configuration. You can
follow the steps sequentially or jump directly to the sections that address your
immediate needs.

Before you begin configuring Emissions Tracker Application, make sure you have the
necessary access rights and permissions.

Prerequisites for configuring IFS Cloud Emissions Tracker

e Admin Access to PowerApps

e Climatiq API Key (Climatig - API for Carbon Footprint Calculations) — will be
provided by IFS.

e For IFS Cloud customers - This is necessary if you plan to use the IFS Organization
Import Utility or the IFS Cloud Integration feature.

e Azure Key Vault Data Administrator (For IFS Cloud Customers) — this will be
needed if you are planning to use IFS Organization Import Utility (optional)

1.2 Prepare your IFS Organization Access Tokens

Note: This is an optional feature. If you want to configure this. you need to be a IFS
Cloud customer.

Persona: IFS Cloud Customer

The IFS Cloud Organization Setup Connector facilitates the direct importation of your
company details from IFS Cloud. This is a one-time configuration that expedites the
organization setup within the application. It's important to note that this feature is
accessible exclusively to IFS Cloud customers, and is mandatory to configure this if you
are planning to use IFS Organization setup connector features.
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1.2.1 Creating IAM Client Account

1. Login to IFS Cloud and Go to IAM Client Page.

2. Add a new IAM Client.

3. Fill the Client ID with a suitable name (Example: IFS_ESG_USER) and turn on
the Enable Toggle.

4. Turn on the service Accounts toggle On. (This will enable select from existing
service Account Users on)

5. Add new Redirect URL as https://global.consent.azure-apim.net/redirect

6. For username, select the username where you want to give access.

7. Click on OK and see if your newly created record is visible in the grid.

5 X Create New Client
IAM Clients

Basic

« =D
» [ & «
e
Ce <]
— o oo o — I

Note: You will need this newly created Client ID and Secret in Next Step.
Section 1.5

1.2.2 Adding Permission Set to the User

1. Search Permission Set in the left Navigation search space. Select
Permission Set

2. Select on new Permission Set.

Add a Name for the Permission Set (Example: IFS_ESG_PERMISSION_SET)

4. You can leave the remaining selections as is, Click Save.

w
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Solution Manage
Permissions >
permission sets

Users and

Solution Mai
permission

Permission Set

Users and Permissions /

Solution Manager / Users and Permissions
permission sets

Permission Sets

Solution Manager / Users and Permisslons
permission sets

Export Permission Sets

Solution Manager / Users and Permissions
permission sets

Import Permission Sets

Solution Manager / Users and Permissions
Permission Sets

Grant Projections To Permission
Sets

Solution Manager / Users and Permissions
permission sets

Permission Set Grants Reports

Solution Manager / Mobile Apps / Administration
1 Security Grants and Entity Filters
Security Grants By Permission Set

® > Solution Manager » Users and Permissions » Permission Sets > Permission Set > (3

seriny v

ABSENCE_INTEGRATION_USER

Role needed for Absence Integration user
Type: End User Role

Projections
Labby Pages
‘Workflows
Database Tasks

Shows more

AC_CONFIG_CON_BOARD

Full access grants for Allowable Configur.
Type: End User Role

AC_CONFIG_SPECIALIST

Full access grants for Allowable Configur.
Type: End User Role

AC_ENG_SERVICE_PARTNER

Full access grants for Allowable Configur...

Type: End User Role

AlIM_USER

Required grants for objects executed it
Type: End User Role

D\,
N

Summary ABSENCE_INTEGRATION_USER ¥

3
<</ W oA~

Summa I'y IFS_ESG_PERMISSION_SET ¥

5
 CoE

4

Permission Set

IFS_ESG_PERMISS| ON,SETI

Type

End User Role

Description

Pages that are available to this Permission Set

(No data)

PROJECTIONS ~LOBBY PAGES LOBBY ELEMENTS ~LOBBY DATA SOURCES WORKFLOWS REPORTS

Page Name

IFS

DATABASE TASKS ~ DATABASE TASK CHAINS

projection

5. In the left navigation you can see the created Permission Set. Now let's map
Projection to the IAM Client service Account User
6. Select the Projection and click on Add Projection.
7. From the panel you can filter the projection, select the checkbox, and hit ok
button. You need to add below 5 projections.
e CompanySiteHandling
e CompaniesHandling

" Projections s e ressssonser

AccountingPeriodsHandling
SitesHandling
CompanyHandling

Add Projections to IFS_ESG_PERMISSION_SET

N

8. Next select "Users Granted” under the Permission set you have created.
9. Select Add Users and filter the user you have added under the IAM Client
Account.
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System Privieges
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Show less.

ABSENCE_INTEGRATION_USER
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Loty Pages
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Show more

AC_CONFIG_CON_BOARD

Users Granted s esc pemmssion ser >

(No daea)
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A 4
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X Add Users

Favorites  Apply
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Note: Before proceeding with step 1.3 for Azure Key Vault activation, it is mandatory to
complete the following configurations.

e Prepare your IFS Organization Setup Connector — Step 1.2
1.3 Azure Key Vault and Create Secrets

Note: This is an optional feature, you need to be an IFS Cloud customer for this.

Persona: Azure Key Vault Administrator

Refer to Microsoft Key Vault documentation for instructions on creating an Azure Key Vault.

1.3.1 Create Azure Key Vault

1. Navigate to portal.azure.com.
2. Register the Microsoft.PowerPlatform resource provider in your Azure
subscription.
e Go to your Azure subscription and locate the resource providers.
e Verify if the Microsoft.PowerPlatform resource provider is
registered; if not, proceed to register it.

Home > Subscriptions > Subscriptions 3 Visual Studio Professional Subscription

Subscriptions « v=— Visual Studio Professional Subscription | Resource providers « - x
I3 ¥ Subscription
+ add T Advanced options « . Register /) Unregiste () Refrash &7 Feedback
[ VT - - .
D Sear, Subscriptions == global filter = Payment methods [Microsoft powsrplationd X
A Partner information
My role == all
Status == all Settings Provider Status
7 Add filter & programmatic deployment Microsoft PowerPlatform @ Registered

4 Resource groups
Subscription name Ty

Bi Resources
Visual Studio Professional Subscription +++
& Preview features

Usage + quotas

)

Policies

-

] Management certificates
B2 My permissions
Y= Resource providers

Deployments

L 3

Deployment stacks

| Properties

£ Resource locks

previous | Page [ 1 v | of 1| Next: Help

(@ support + Troubleshcoting

3. Create an Azure Key Vault.
a. Locate the Key Vault in Azure and initiate the creation of a new
Key Vault
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Choose "New Key Vault."
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. Within the resource group section, choose "Create new" and assign

a name for the resource group, for example, "IFS_Cloud_Data".

. Enter a name for the Key Vault. Ex: IFS-Emissions-Tracker
. Next, Select Review and Create button.

Home > Keyvaults >

Create a key vault

Basics  Accessconfiguration  Networking  Tags  Review + create

Azure Key Vauit is a cloud service used to manage keys, secrets, and certificates. Key Vault eliminates the need for developers
to store security information in their code. It allows you to centralize the storage of your application secrets which greatly
redluces the chances that secrets may be leaked. Key Vault 2150 allows you to securely store secrets and keys backed by
Hardware Security Modules or HSMs. The HSMs used are Federal Information Processing Standards (FIPS) 140-2 Level 2
validated. In addition, key vault provides logs of all access and usage attempts of your secrets 5o you have a complete audit
trail for compliance.

Project details

Select the subscription te manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resourees.

Subscription * [ visual studio professional subscription v
1
Resource group * [ 1Fs Cloud_Data v
Create new
Instance details :
. 2
Key vault name * © ‘\ IFS-Emissions-Tracker <
Region * [esstus v
Pricing tier * © [ stendara v

Recavery options

Soft delete protection will automatically be enabled on this key vault. This feature allows you to recover or permanently delete
a key vault and secrets for the duration of the retention period, This protection applies to the key vault and the secrets stored
within the key vault

To enforce & mandatory retention period and prevent the permanent deletion of key vaults or secrets prior to the retention
period elapsing, you can turn on purge protection. When purge protection is enabled, secrets cannot be purged by users or
by Microsoft.

Soft-delete © Enabled

Days to retain deleted vaults * @ [o0

(®) pisable purge protection (allow key vault and objects to be purged during
retention period)

Purge protection 0

(O Enable purge protection (enforce a mandatory retention period for deleted
vaults and vault objects)

Previous

AP Give feedback

et

iv. After successfully creating the Key Vault, navigate to the resource.

Home >

@ IFS-Emissions-Tracker | Overview =
. Deployment

‘p Search | « ]E Delete ‘-S-‘ cancel "1 Redeploy

% Overview

1 Inputs

Deployment name : IFS-Emissions-Tracker
= Outputs Subscription
2 Template Resource group  : IFS_Cloud_Data

Start time 1 4/4/2024 1:39:31 PM

J Download (‘) Refresh
@ Your deployment is complete

: Visual Studio Professional Subscription

Correlation ID : 70890d46-2b22-434d-bf11-8e2fb47d1753

? Deployment details

v MNext steps

Go to resource
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5. Go to the resource and choose Access Control from the

Add Role Assignment.
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navigation menu. Then, click on

-
Z

Home > IFS-Emissions-Tracker | Overview > IFS-Emissions-Tracker
'OR IFS-Emissions-Tracker | Access control (IAM)
Key vault

P Search « 2|4 Add v | Download role assignments

~ 3| add role assignment

umns

@ Overview
assignments  Roles  Deny assignments
@ Activity log 1 Add co-administrator
A Access control (IAM) My access
View my level of access to this resource.
® Tags

View my access
X Diagnose and solve problems

Check access

= Access policies

Review the level of access a user, group, service principal, o managed identity ha

Grant access to resources by assigning a
rale.
Learn more (1

&= Certificates

Learn more (1
settings.

4= Access configuration

Add role assignment

b Networking

O Microsoft Defender for Cloud

Classic administrators

Events
Objects
Keys . ) .
Grant access to this resource View access to this resource
3 secrets

View the role assignments that grant access
to this and other resources,

AP Feedback

S to this resource. Learn more o7

6. Choose the Key Vault Secret User.

Home » IFS-Emissions-Tracker | Overview > IFS-Emissions-Tracker | Access control (IAM) >
Add role assignment X

Role®  Members®  Conditions  Review + assign

A role definition i a collection of permissions. You can use the built-in roles ar you can create your own custom roles. Learn more &7

Job function roles  Privileged administrator roles
Grant access to Azure resources based on job function, such as the ability to create virtual machines.

R search by role name, description, permission, of ID Type : All Category : All

Name T Description 1y, Type Ty Category Ty Details
Reader View all resources, but does not allow you to make any changes. BuiltinRole General View
App Compliance Automation Administrator Create, read, download, modify and delete reports objects and ... BuiltinRole None View
App Compliance Automation Reader Read, download the reports objects and related other resource... BuittinRole None View
Azure Al Enterprise Network Connection Appro... Can approve private endpoint connections to Azure Al commo... BuiltinRole None View
Desktop Virtualization Virtual Machine Contrib...  This role is in preview and subject to change. Provide permissic... BuiltinRole None View
Key Vault Administrator Perform all data plane operations on 2 key vault and all objects... BuittinRole Security View
Key Vault Certificate User Read certificate contents. Only works for key vaults that use the... BuiltinRole None View
Key Vault Certificates Officer Perform any action on the certificates of a key vault, except ma... BuiltinRole Security View
Key Vault Contributor Lets you manage key vaults, but not access to them. BuiltinRole Security View
Key Vault Crypto Officer Perform any action on the keys of a key vault, except manage p... BuittinRole Security View
Key Vault Crypto Service Encryption User Read metadata of keys and perform wrap/unwrap operations. ... BuiltinRole Security View
Key Vault Crypto Service Release User Release keys. Only works for key vaults that use the ‘Azure role... BuiltinRole None View
Key Vault Crypto User Perform cryptographic operations using keys. Only works for k... BuiltinRole Security Vie
Key Vault Data Access Administrator Manage access to Azure Key Vault by adding or removing role ... BuiltinRole None View
Key Vault Reader Read metadata of key vaults and its certificates, keys, and secre... BuiltinRole Security View
Key Vault Secrets Officer Perform any action on the secrets of 2 key vault, except manag.. BuiltinRole Security View
Key Vault Secrats User Read secrat contents. Only works for key vaults that use the 'Az... BuiltinRole Security View
Log Analytics Contributor Log Analytics Centributor can read all monitoring data and edit... BuiltinRole Analytics View
Log Analytics Reader Log Analytics Reader can view and search all monitoring data a... BuittinRole Analytics View
Managed Application Contributor Role Allows for creating managed application resources. BuiltinRole Management + Gover... View
Managed Application Gperator Role Lets you read and perform actions on Managed Application res... BuittinRole Management + Gover... View
Managed Applications Reader Lets you read resources in @ managed app and request JIT acce... BuiltinRole Management + Gover... View
Review + assign | [ Previous | Next &7 Feedback
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Choose "Members" and include "Dataverse.” Afterwards, select review and assign.

N

N

Home > IFS-Emissions-Tracker | Overview > IFS-Emissions-Tracker | Access control (IAM) » Select members X
Add role assignment

Select ()

| Dataversd

Role  Members®  Conditions  Review + assign

Dataverse

2

Selected role Key Vault Secrets User

Dataverse - IFS Cloud Sus
Assign access to (8) User, group, or service principal

(O Maznaged identity Dataverse Resource Provider
Members !
Name Object ID Type

Mo members selected Selected members:
Na members selected. Search for and add one or more

members you want to assign to the role for this resource.

Description Optional

Learn more about RBAC

Review +assign || [ previous | [ next

1.3.3 Create Secrets

You are required to generate two secrets.

Secret Name Secret Value

IFS-Org-Client-1D Section 1.2.1

IFS-Org-Client-Secret Section 1.2.1
Table 1

1. Find the “Secrets” in Key Vault Navigation and select “Generate/Import.”

Home > IFS-Emissions-Tracker | Overview > IFS-Emissions-Tracker

[ IFS-Emissions-Tracker | Secrets # - X
Key vault
‘;’3 Search | « () mefrash T Restore Backup /> View sample code  ***

O overview -

. Name Type Status Expiration date
& Activity log

R Access control (1AM) There are no secrets available,
L 4 Tags

# Diagnose and solve problems
I5 Access policies

Events

Objects

Keys
| 2 secrets

&=l Certificates

2. Add Name, Secret Value and hit Create.
e Name: IFS-Org-Client-ID

IFS Cloud Emissions Tracker — Configuration Guide 11



e Secret: xxxxxxxxxxx (Created under Section 1.2.1)

Upload aptions

& Create a secret

Home > Resource groups > ESG-Emissions-Tracker > ESG-Vault | Secrets » IF5-Org-Cennector-Client-1D >

‘ Manual v |

Name @

Secret value * ()

Content type (optional)
Set activation date @
Set expiration date (0
Enabled

Tags

3. Create all two (2) secrets given in Table 1.

© overview
B Activity log
fa Access control (AM)
¢ Tags
¥ Diagnose and solve problems
%= Access policies

Events
~ Objects

Keys

) Certificates

' Settings

Home > Resource groups > ESG-Emissions-Tracker > ESG-Vault

ESG-Vault | Secrets
F Key vault ‘

| Generate/import () Refresh 7T Restore Backup /> View sample code

& Manage deleted secrets

Name Type Status Expiration date
IFS-Org-Connector-Client-ID  Enabled
IFS-Org-Connector-Client-S...  Enabled

1.4 Setting up OneDrive for Excel Upload

S\,
N

IFS

The IFS Cloud Emissions Tracker allows users to upload data through Excel files, which are then
stored in OneDrive. To achieve this, follow the steps provided below to save your Excel files
onto OneDrive. This feature is optional, you can avoid setting this up if you do not plan to use

this.

Note: This is an optional feature, The Excel template needed will be provided by IFS.

1. Create Folder in your OneDrive.
2. Upload the Bulk Upload excel file into this folder. Optionally, you can organize them into

separate folders, and currently, there is one template file available.

i. Bulk Data Upload — (Upload Scope 1 & 2 Data)

3. You will need this Excel path in future steps, so make sure to keep note of this.

Note: How to read excel paths.
My files will be your Root folder. You can define Root folder with forward slash (/).

Ex: My files > Emission Tracker Data > ESG Templates > ExcelFileName.xIsx

/ Emission Tracker Data/ ESG Templates / ExcelFileName.xlsx

IFS Cloud Emissions Tracker — Configuration Guide 12
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| =
4
¥
=]

v

& Share

@@ Copy link

{1 Download

3% Automate ~

My files > Emission Tracker Data > ESG Templates &

b

by .
O Excel Emission Source Import... ---

[ _\I B . X
Excel Organization Import Template.xlsx About a minute ago

[ ]
_\Excel Scope 1 Bulk Data Import Templatexlsx  About a minute ago

Name T ~

Modified -~

&2 ¥¢ Abouta minute ago

1.5 Update Environment Variables

Once you install application successfully, you need to update configuration data to work

with IFS Cloud and Excel file.

1. Navigate to your Power apps(make.powerapps.com) Environment and you can see
there is warning available to update Environment variables.

i1 Power Apps

- Environment variables

= IFS Org Connector Token URL
———

| Enter text

IFS Org Connector Client Secret

| Bulk Data Import Excel
(

| Enter taxt

" IFS Org Connector Client ID

T
{ | Enter a key vault s

Climatig API Key

| Enter text

IFS Cloud Emissions Tracker — Configuration Guide 13
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Update selected environment variables as below.

Environment Variable Value Required
Name

Climatiq API Key | {ClimatiQ API Key Received from IFS} Yes
ESG Organization Excel Section 14 No
Scope 1 and 2 Data Section 14 No
Upload Excel

IFS Org Connector /subscriptions/{AzureSubscription|D}/resourceGroups/{ResourceGroupName}/provider | No
Client ID (IFS Cloud s/Microsoft.KeyVault/vaults/{VaultName}/secrets/{KeyName}

Customer Only)

/subscriptions/00000000-0000-0000-0000- No
0000000000000/resourceGroups/IFS_Cloud_Data/providers/Microsoft.KeyVault/vaults/IFS-Cloud-Keys/secrets/IFS-
Org-Client-ID

IFS Org Connector /subscriptions/{AzureSubscription|D}/resourceGroups/{ResourceGroupName}/provider | No
Client Secret (IFS Cloud s/Microsoft.KeyVault/vaults/{VaultName}/secrets/{KeyName}

Customer Only)

/subscriptions/00000000-0000-0000-0000- No
0000000000000/resourceGroups/IFS_Cloud_Data/providers/Microsoft.KeyVault/vaults/IFS-Cloud-Keys/secrets/IFS-
Org-Connector-Client-Secret

IFS Org Connector No
Token URL (IFS Cloud

Customer Only)

ifs23r2bnddevcmb-ext-rnd.corporate.ifs.com/auth/realms/ifs23r2bnddevcmb No

1.6 Configuring Environment Connections

1.6.1 Create Connections

1.

Note: The Excel Online(Business), OneDrive for Business and IFS Organisation connector
connections will be needed, if planning to use these features, they are optional.

Access the "Connections” option within the Power Apps environment. If you don't see
it listed under Navigation, you can locate it under the ..More menu.

IFS Cloud Emissions Tracker — Configuration Guide 14
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2. Click on "New Connection" and then select Dataverse to initiate the creation of a
new connection to Dataverse.

e Connections in IFS Emissions Tracker
+  Crea
. pr]
B Aops Mame Modified Status
i bl —
o Fl 5 Search
£ Solutions Connections New connection
« More ‘ uh-lmn mes Standard
& Power Platform Excel Online (Businass)
B o x
Can |
3. Follow the same steps for below Connections.
Connection Name Allowed User Connection
Dataverse Any user @ Microsoft Dataverse
Microsaft
Excel Online (Business) Any user i [
Microsoft
OneDrive For Business Any user OneDrive for Busingss
Microsoft
Climatig-API Any user @  Climatig-APl
climatiq IFS RandDinternational

IFS Organization (IFS Cloud Users Only)
Connector

|IFS Organization Connector
IFS RandDinternational

2 IFS

4. Upon successfully creating all your connections, you will see the following:

= - New connection
(A Hom g i i
Connections in IFS Emissions Tracker
+ Create
’ Canvas
0 Lea
B Apps Name Modified Status
B Tables IFSRandDinternational @IFSRandDinternational.onmicr. 5
@] Y hago Connected
Macrosoft Dataverse
o Flo
o IFSRandD! I@IFSRandDinte l.onmicr. s wlel .
8 solutions Excel Online (Business) et fenneses
v
I » ol Climatiq-AP1
. Ly Thage Connected
= Climatiq-AP
fo Custom connectors
I t <
More i FS Crganization Connector 1hago i
7S Organization Connector
& Power Platform IFSRandC @IFSRandD} onmicr...
B g © 33mnago Connected
OneDrive for Business ;

1.6.2 Configure Connections

In here we are going to configure connections created in sections 1.6.1
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1. Access the “Solution” section within the PowerApps environment and select Default

Solution
= + New sclution + Import solution () Open AppSource 5 Publish all customizations -+ O Sea
A Home vanables need to be updated.
+  Creste 9
Solutions
M Learn
B Apps Current preferred solution
Set your preferred solution Common Data Services Default
& Tabi Select where your updates will be saved so your work stays Solution
ables
Manage
o Flows
| & solutions
# Unmanaged (3] Managed B an
& Connections
4 Custom connectors Display name Name Created | Version Publisher
e More
Common Data Services Def. P ordts st

Within the default solution, search for Connection Reference.
Select each connection listed below and select the connection you have created under

section 1.6.1.

= Power Apps L Search

Environ|
8 sk

Edit Climatiq - APl Connecti... x

Objects < New

Default Solution

Display name

Connection references

Climatiq - APl Connection Refe.

FS Cloud Connector Connecti...

FS Dataverse Connection Refe..

FS Excel Connection Reference

FS OneDrive Connection Refer.

7S Organization Connector Re...

> Virtual Connec

Learn about connections and connection
references

Display name *
Climatiq - API Connection Reference

@
Name * L/

Name

Type Managed LastM e ClimatigAPIConnectionReference

Add 3 description

2 hourg

Connection * @ Q) Refresh

Climatig-API

N

Connection Name

Allowed user

Climatiq - APl Connection Reference

Any User

IFS Dataverse Connection Reference

Any User

IFS Excel Connection Reference

Any User

IFS OneDrive Connection Reference

Any User

IFS Organization Connector Reference

IFS Cloud Customers Only
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4. Navigate back to Solution and Select “Publish all Customizations”

-+ Newsolution <1 Import solution [} Open AppSource | 5 Publish all customizations | «++ 2 Search

(A1 Home (D 2 environment variables need to be updated.

Create -
+ Solutions
M Leamn
B Apps . Current preferred solution . X

Set your preferred solution Common Data Services

B e Select where your updates will be saved so your Default Solution

anies work stays organized,

Manage

o® Flows

D
# Unmanaged %) Managed [l

pﬁ’ Connections

g‘; Custom connectors

Display name Name Created | Version Publisher Solution check
More .
Common Data S B Creed15 1 day ago 1.0.00 CDS Default... Hasn't been run
¢ Power Platform Default Solution : Default 1dayage 10 Default Publi.. Mot supported f..

1.7 Turning on the Emission Tracker Flows and Processes

1.7.1 Turn on Emission Tracker Flows
1. In your Environment, from the navigation Select Solutions.

= —m {3 Open AppSource 5 Publish all customizations ) See history
Q@ Hom

oo Solutions

e & Managed | | [ Al

B Apps

= Display name Name Created
8

o
| & sotutions Commor ces Default Soluti

5§ Custom connectors Defautt Solution
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2. Under the Unmanage tab select Default Solution and search for cloud flows. You can see
most of the flow's status will be off. We need to turn on all these flows.

Note: Turn on Child flows first.

e Select the flow and click on “Turn On"” button on the tool bar. (If flow status is OFF)

Following are the list of flows and it's related features, if needed that needs to
be turned on:

Flow Number Dependant Feature Mandatory
1. IFS Cloud Emissions Tracker Yes
2. IFS Cloud Emissions Tracker Yes
3. IFS Cloud Emissions Tracker Yes
4, IFS Cloud Emissions Tracker Yes
5. IFS Cloud Emissions Tracker Yes
6. Excel Bulk Upload Feature No
7. Excel Bulk Upload Feature No
8. IFS Cloud Emissions Tracker Yes
9. IFS Cloud Emissions Tracker Yes
10. Excel Bulk Upload Feature No
11. Excel Bulk Upload Feature No
12. Excel Bulk Upload Feature No
13. Clone Data Feature No
14. IFS Cloud Emissions Tracker Yes
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15. IFS Cloud Emissions Tracker Yes
16. IFS Cloud Emissions Tracker Yes
17. IFS Cloud Emissions Tracker Yes
18. IFS Cloud Emissions Tracker Yes
19. Excel Bulk Upload Feature No
20. IFS Cloud Emissions Tracker Yes
21. IFS Cloud Emissions Tracker Yes
22. Excel Bulk Upload Feature No
23. IFS Cloud Organization Import No
Feature
24. IFS Cloud Emissions Tracker Yes
25. IFS Cloud Emissions Tracker Yes
26. IFS Cloud Emissions Tracker Yes
27. IFS Cloud Emissions Tracker Yes
28. Excel Bulk Upload Feature No
29. IFS Cloud Emissions Tracker Yes
30. Scope 3 - Excel Bulk Upload No
Feature
31. Excel Bulk Upload Feature No
32. Excel Bulk Upload Feature No
33. IFS Cloud Emissions Tracker Yes
34. IFS Cloud Emissions Tracker Yes
35. IFS Cloud Emissions Tracker Yes
36. IFS Cloud Emissions Tracker Yes

Now you are ready to Go ...

Navigate back to Solution and Select “Publish all Customizations”

(A Home
+ Create
M Learn
B Apps

B Tables

o Flows
lﬂ Solutions

& Connections

+ More

& Power Platform

i) 2 environment variables

&% Custom connectors

Solutions

@ Set your preferred solution
Select wh

1= New solution <! Import solution ﬂ Open AppSource | =5 Publish all customizations | -*

need to be updated

Current preferred solution
Common Data Services
Default Solution

ere your updates will be saved 5o your

wark stays organized

# Unmanaged

Display name

Manage

3 Managed £ An

Name Created | Version

Commen Data § Creed15

Default Solution Default

L Search

Publisher Solution check

1.7.2 Turn on Emission Tracker Processes
1. In your Environment, from the navigation Select Solutions.
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e Solutions
M tear
PRUSTIOD & Mansged [ Al
B Apps

Display name Name Created

2. Under the Unmanage tab select Default Solution and search for processes. You can see most
of the process's status will be off. We need to turn on all these processes.
e Select the process and click on “Turn On” button on the tool bar. (If process status is
OFF)

= Ojects T El“ A

Ovtauit Sabution fault Processes

Now you are ready to Go ...

Navigate back to Solution and Select “Publish all Customizations”

= —+ New solution < Import solution [7] Open AppSource | 5 Publish all customizations | * L Search
Home (@D 2 environment variables need to be updated.
p
Create .
+ Solutions
@0 Leam
Apps Current preferred solution x
Set your preferred solution Common Data Services
B Tabl Select where your updates will be saved so your Default Solution
avies work stays organized -
o Flows

]

& Connections

o
£ Custom connectors Display name Name - Created | ~  Version v Publisher Solution check
- More .
Common Data S D Crcdls 1day ago 1000 €D Defautt .. Hasn't been run
¢ Power Platform Default Solution H Default 1day age 10 Default Publi... Not supperted f...

1.8 Refresh Power Bl Reports

1.8.1 Add and refresh reports in PowerBl

1. Login to Power BI

2. Go to Workspace and select your workspace (if you do not have a workspace already
created, please follow these steps to create your workspace). This will open your
workspace.

3. Inside your workspace click on Upload and then browse and upload the .pbix files shared
to the workspace.
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i® iD

,.,
g
&

B

Browse

Onelake
data hub

IFs
Emissions ..

<& IFS Emissions Tracker Workspace @

8

+ New item E@ New folder (preview)

(] Name
) Emission Dashboards

Emission Dashboards

Emission Dashboards.pbix I

lis Emission Report

Emission Report

—_—
@

Emission Report.pbix I

=,
N

IFS

4. From Semantic model type select Schedule Refresh.

0 Name
) Emission Dashboards
(] By Emission Dashboards
9 Emission Dashboards.pbix
Un Emission Report

Emission Report

@ Emission Report.pbix

Type Task Owner
Report — IFS Emission
Semantic model — IFS Emission
Dashboard — IFS Emission
Report —_ IFS Emission
Semantic model — IFS Emission
Dashboard —_— IFS Emission
Type Task
Report —
Ccl| @B Semantic model —
Dashboard =
Report —

Semantic model

Dashboard

5. Under the parameters section, change your organization URL. You can get this by going
to your PowerApps environment, clicking on the settings icon and Next, click on session

details.
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Power Apps session details

Tinestanp: 2024-10-18T05:25:35. 4807
Session ID: 4372¢750-8c0-11ef-b39¢-b3422520ed06
Tenant 10: 347cSdfe-c721-45e3-9a6f-F28ad3ace 798
Object ID: f6563e2a-d4cd-4943-9d%0-26442b7658c9
0.20241010.1-2410. 1-prod

Environment 10: 750
Cluster environment: Prod
Cluster category: Prod

: 25-i1102. gateway..prod. island

S

6. After changing your DataSource URL, Click on Apply.

Power Bl Deployment IFS Goud. Q Seach

o General  Dashboards  Semanticmodels ~ Workbooks  Reports  Dataflows  App

S Settings for Emission Dashboards

=] Emission Dashboards View semactic model ©

fomel

© Emission Report This semantic model 8 ofs
oretste

b © Last refresh failet 10/18/2024, 8:25:58 AM

® ‘There was an error when processing the data in the dataset. Show detals

P

2 Betresh history

vens 2Semantic model description

=

m

a 500 characers ft
sestime

[

=] b

b Gateway and cloud connections

B ©Data source credentials
et

il 4 Parameters

o
e ]

D e
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7. Under Data source credentials, select edit credentials. It will populate popup and from
there select privacy level as Organizational and sign in.

Power B Sclutions [ESG Regorts Salution] % Searc

General  Dashboards  Semantic models Dataflows

Workbooks App

Carben Dashboard New e semantic model

4 Semantic model description

00 charactens 1

Configure Carbon Dashboard...

Gateway and cloud connections

< Data sou

Authentication methed
@ Failed to test the connaction to your dita source. Please retry your credentials. Leam mors
s oauth2 v

CommenOataservics | Ecit credentisls |Show in linsage view i J eting for T data source e

P Parameters Organizations| v

Refresh
Report viewers can only access this data source with their

own Powe using DirectQusry: Learn more

P Data connections

Q&A

P Featured Q&A questions

8. Select the Other report and do the same.

Power Bl Solutions [ESG Reports Selution]

Dashboards Semantic models Workbooks Dataflows

General App
Settings for Emissions Report New

Carbon Dashboard New View semantic model &1

Emissions Report New This semantic model has been configured by Yasi i 024.onmicrosoft.com.

Last refresh succeeded: 10/29/2023, 5:59:36 PM
Refresh history

4 Semantic model description

Describe the contents of this semantic mode!

500 characters left

> Gateway and cloud connections

4 Data source credentials

CommonDataService < Edit credentials Show in lineage view [

> Parameters

9. Go back to workspace and Refresh the Reports.

Power Bl Deployment IFS Cloud Q Search

&> Deployment IFS Cloud

Create + New item B8 New folder (preview) T Upload
0 Name Type Task
In]  Emission Dashboards Report

Emission Dashboards

Semantic model

) &

Emission Dashboards pbix

Emission Report

Dashboard —

Report

Emission Report

I Semantic model

Emission Report.pbix

Dashboard —
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1.8.2 Configure Power Bl Reports

10. In your environment, navigate to solutions, IFS Emissions Tracker Reporting solution.

Power Apps P Search

~+ New solution <! Import solution () Open AppSource [ Publish all customizations

Il

A Home (D 6 environment variables need to be updated.
Create s
5 Solutions
(0 Learn
V4 Unmanaged ) Managed & Al
(221 Apps
@ Tbl Display name Name ™ |
ables
o® Flows IFS Emissions Tracker Reports IFSEmissionsTrackerR...
I & Ssolutions IFS Cloud Emission Tracker IFSCloudEmissionTra..
o~ - . IFC Fonlnrtimme Teanline Cacanctaca ¢ T i I R, T HEER

11. Navigate to the dashboard section and select carbon dashboard.

Objects < E H Advanced ~
0 (D You cannot directly edit the objects within a mansged solution. If the managed properties for solution objects are set to allow customization. you can edit them from another unmanaged solution.
) Search

Il (6
o IFS Emissions Tracker Reports > Dashboards

5
B Apps (1)
® Cards (0) £ Display name T Name Type
o® Cloud flows (0) .
©@ @ | Carbon Dashboard I Carbon Dashboard Power Bl Embedded
& Copilots (0)

& Dashboards (2) Emission Report : Emission Report Power Bl Embedded

3

3 Environment variables (2)
M Site maps (1)

B Tables (0)

12. Go to edit Power Bl Environment Variable. And select on new current value.

% Edit Power Bl embedded da... x < Edit Carbon Dashboard ...

Use this variable to store information about an
app or flow. Its values can be updated as it moves

Display name to different environments. Learn more

I Carbon Dashboard Display name ~
. Carbon Dashboard Config
Type © .
Name ~ (D
@ Power Bl report
O Power Bl dashboard Description
]
D Show reports in this environment only () .
Data Type

Use environment variable (1)

Default workspace value *

Power Bl environment variable .
IFS Emissions Tracker Workspace

l Carbon Dashboard Config I VZ ]

Default report value *

Emission Dashboards o
Default workspace value

Solutions [24R2 - Emissions Tracker Reporting] . vl
urrent Value

value by setting the current
pment

Default report value Override the defau

Emission Dashboards
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13. Select your workspace and the related report that you have added from the previous step
and click on Save. And click on Save again in your Edit Power Bl embedded panel again.

[SRPXIY

Default workspace value ~

IFS Emissions Tracker Workspace

=

Default report value ~

Emission Dashboards

Current Value

Override the default value by setting the current

value for your environment.

Current workseace value

IFS Emissions Tracker Workspace

Current report value

=iy

Emission Dashboards

(@ Remove this value before exporting if it
shouldn't be used in other environments

Cancel

Current workspace value

IFS Emissions Tracker Workspace

Current report value

Emission Dashboards

(D Remove this value before exporting if it
shouldn't be used in other environments

m an:el

14. Repeat steps 1 —4 for emission reports dashboard as well.

1.9 Run Your Emissions Tracker Application

In your Environment, from navigation select Apps and now you can see Emissions Tracker
App is available.

¢ Edit ~ [> Play & Share ~ (i) Details | ~ 5% Settings (%) Turn off Delete

Modified ~

Vs |E| 3 days ago

-+ Newapp v

Q Home '@' 1 environment variable need to be updated.

Create
+ Apps
M Learn

‘I B Apps ‘ 8 Start with data
Create a table, pick an existing one, or even import from Excel to create an app.
f  Tables
o® Flows
B Solutions & My apps &8 Shared with me BB Al
o
&g Custom connectors P Name
;? Connections o
° = IFS Cloud Emissions Tracker

2  Dataflows
B Alhub
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1.10 Configure your Scope 3 Excel Import Templates

In your emissions tracker application, from navigation area select utilities and under Excel
import navigate to ‘Scope 3 — Activity Data’.

fi Power Apps

[) Show Chart New [ Delete ) Refresh ] Visuslize this view £ Email a Link B Flow i) Run Repe & Excel Templates 07 Export to Excel @ Import from Excel
@ Home
&) i o3 Edit col Edit filt
2 Pinned
Company Reporting Per. it Emission Factor Namy Activity Name Consumption Start Consumy ption End
IFS Cloud Import
! i V024
B Grganization Setup “
a Cooling 2 21172024
Excel Export
! ling 312024
o) oo
Fraoza s 242 , 1202
& Scope 2
% Scope 3 d Ste 1/2024
! 3172004
Excel Import
dé 21172024
M Scope 1 &2
. T 1/2024
O Import History i 20172024
. V2024
T ! w202
T /172024
e 22024
1/2024
Frana s 20 12024 >
Frana s 24 12024

Application Data

u Utilties ¢

Go to Excel Templates, and upload your scope 3 template excel files included with in
package.

You can find the scope 3 excel template files under the Excel Templates 24R2 ->
Scope 3 Import Templates

ShowChart  + New (] Delets () Refresh | Visualize this view [ Email a Link 2 Flow f# Run Report ] Excel Templates. @ Export to Excel @1 Import from Excel (2 Share
reate Excel Template

Scope 3 - All Categories Ed) 7 Edit
~
Emission Category (Emission Fact.. ~ Company~  Reporting Per.. ~  Site Emission Factor Name *  Activity Mame 1 Consumption End Primary Unit Vs
1FS Cloud Import
4 ol
B Organization Setup g
24 i
Excel Export
24 i
» Scope 1 o
. P FS 24R Diesel [}
i Scope2
*® Scope3 1 1 G
and Energy Related Activiti 4 dasun...  Stear 4 -
Excel Import
4 4 2172024
M Scops 1 &2
| % scope 3- Activity Data 4 1172024
O import History 4 21172004
Clone Data ' it
M Scope 1 O 4 4172004
4 T 1172004
4 172024
4 T 2024
4 Py FS 24F 1172024 12/31/202
FS 24R2 2024 FS 24R2 Test Puschased Test Activity Excel /172024 12/31/2024 222200000000  Eu

I wiiies <
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2.Security Roles and Sharing Emissions Tracker

Application with Users

The Emissions Tracker currently includes the following security roles:

Role Name Access Level

IFS ESG Manager Full Access to the Application

ESG Admin Full Access to the Application, Including Error Logs
and ability to turn on processes

Note: Please make sure to assign the ESG Manager role to the end users and limit
administrator access only to the designated administrators or system owners.

2.1 Share the Application with Users

1. Navigate to the Admin panel of your Environment. (Power Platform admin center)
2. Select the Environment and within the Environment Details select the Environment URL

= Cf Open [ Resources -~ 3 Settings ™" Convertto production 2 Backup & Restore ~ [ Copy ‘9 Reset [il Delete T History

Environments > IFS Emissions Tracker

A+ Advisor (Preview) Details Seeall Edit

L Analytics v

Environmen vt URL State Region
& siling o org I crma.dynamics.com Ready Europe
_ Refresh cadence Type Security group
2! R ~ Freguent Sandbox Not assigned
Q' Help + support Organization ID Environment ID
I

[, Data integration
G Data (preview)

Auditing Manage

B Policies ~

@ Admin centers ~ Auditing enabled Retain audit logs for Free up capacity
No Forevel Delete audit logs

Version Updates Manage

Dataverse version 2024 release wave 1
9.2.24024.00204

Next...
1. IFS Cloud Emissions Tracker Installation Guide

2. IFS Cloud Emissions Tracker Configuration Guide (you are here...)

3. |IFS Cloud Emissions Tracker User Guide

4. IFS Cloud Emissions Tracker Support and Troubleshooting Guide
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